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1. GIOI THIEU:

1.1. Muc dich va y nghia cia Tai li¢u

Tai liéu nay dung dé hudng din céc hé théng, ciing nhu tng dung bén thi 3
tich hop sir dung dich vu chir ky s6 Mysign — Viettel. Trong d6, tai liéu huéng dan
tich hop cho cac ddi tueong sau:

- Tich hop dich vu ky sé sir dung tng dung Mysign dé ky

- Tich hop dich vu ky sé, trong d6 sir dung tng dung di dong bén tha 3 da

tich hop SDK Mobile dé ky

1.2. Pham vi tai liéu

Tai liéu 1am rd cac thong tin vé cac API giri yéu cau ky va cac API, ham c6
san trong SDK Mobile; 1am rd ludng nghiép vu API gai yéu cau ky, ludng nghiép
vu API diang ky thiét bi x4c thuc va xac thuc yéu cau trén tng dung mobile.
1.3.  Thuit ngir va cac tir viét tit
Thuéat ngir Pinh nghia Ghicha

Mysign Dich vu chit ky so tir xa cia Viettel

Remote signing, | Cac tir dinh nghia khac nhau cua dich vu ky

CloudCA, s tir xa, trong tai liéu nay 1a dich vu Mysign
Cloud-CA cua Viettel

CTS Chtng thu s6

App, app Ung dyng di dong

mobile

1.4. Céu tric tai liéu
Tai liéu s& c6 cau trac nhu sau:

- Gidi thiéu chung vé ludng st dung dich vy Mysign

- Giéi thiéu chi tiét vé cac ludng API st dung dich vu

- Phu lyc:
o Phu luc chi tiét cac API cua dich vu va SDK mobile
o Phu lyc huéng dan tich hop SDK
o Phu luc thong tin user, client test dich vu
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2. GIOI THIEU CHUNG:
2.1.  Gi6i thiéu chung vé dich vu Mysign:

Dich vu Mysign 1a dich vu ky s6 tir xa caa Viettel thuoc dich vu chimg thu
sb Viettel-CA, vi mot sd diém chinh nhu sau:

- M&i khéach hang duoc cap phét chimg thu sé Viettel RS (Remote
Signing), cé gia tri phap ly dugc cong nhan bai dich vu Viettel-CA va Bo
Théng tin va Truyén thong.

- M&i khéach hang str dung dich vu s& duoc cap phét 1 tai khoan Mysign dé
thuc hién ky sé trén ang dung Mysign hoic tng dung bén thir 3 duoc ay
quyén.

- Khéch hang khi thuc hién lénh ky van ban trén cac hé thong van ban hd
tro dich vu Mysign, s€ dang nhap vao ng dung Mysign hoac tng dung
mobile caa hé thong d6 (da tich hop ky) dé thuc hién xac thuc/ky so sir
dung sinh trac hoc cua thiét bi di dong.

2.2.  Ludng thuc hién ky s6 ciia ngudi dung sir dung ing dung Mysign:

Khi dugc cap phéat tai khoan, nguoi dung sé str dung thong tin d6 dé ding
nhap vao tng dung Mysign, thuc hién dang ky thiét bi dang str dung thanh thiét bi
x&c thuc cua tai khoan. Ngoai ra c6 thé kiém tra thong tin CTS, mua goi cudc,. ..

Vi hé thdng vin ban di tich hop dich vu Mysign, khi nguoi dung thuc hién
Ky, mot yéu cau ky s& duoc gui téi tng dung Mysign trén thiét bi ciia ngudi ding
dé xac thuc. Sau khi xac thuc thanh cdng, két qua sé duoc tra lai cho hé théng van
ban.
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User App Mysign Hé thong van ban

i i

i i

i i

i i |

B1: ©ang nhdp va dang ky thigt bi '-'- r

B2: Gi¥i lénh ky s0 van ban

Lé&nh ky s6 giri v& app Mysign

B3: Xac thue yéu c3u ki frén app Mysign

k&t qua ki thanh cdng tra v& hé théng van ban
»

E4: Kiém fra kit qua ky trén hé thdng van ban .
i i L]

B1: Nguoi dung ding nhap vao tng dung Mysign, thuc hién ding ky thiét bi xac
thuc bang ma OTP duoc gui vé thiét bi. Sau khi xac thuc thanh cong, ngudi ding
duoc truy cap vao ung dung Mysign va ¢ thé thuc hién céc thao tac tiép theo (ky,
xem thong tin CTS, cai dat ngon ngt,...)

B2: Nguoi ding thuc hién truy cap vao hé thong van ban, va thuc hién giri 1énh ky
Mysign tir hé thong do.

B3: Nguoi ding vao ¢ng dung Mysign dé xac thuc yéu cau ky duoc gui téi bang
sinh tric hoc.

B4: Sau khi xé4c thyuc thanh cong, két qua duoc tra vé hé thdng vian ban. Nguoi
ding kiém tra van ban da ky trén hé théng vian ban.

2.3.  Luong thyc hién ky so ciia ngwoi ding sir dung ing dung bén thir ba:
Vé6i ngudoi ding Ky sé truc tiép trén tng dung di dong caa bén tha ba

(thuong la tng dung caa hé thong vin ban), ngudi ding thuc hién cac thao tac trén
g dung d6. Cac thao tac bao gom dang ky thiét bi, xac thuc yéu cau ky.
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Uszer App Mobile

i
B1: ©ang nhadp va dang ky thdng tin user Mysign

Hé thang van ban

T

i

i

i

i

i
—

B2: G Iénh ky =0 van ban

Lénh ky =6 gl vé app

B3: Xac thue véu cdu ky frén app

k&t qua ki thanh cdng tra v& hé théng van ban
|

B4: Kiém fra kit qué ky trén hé thdng van ban

P

B1: Nguoi dung thuc hién dang nhap ang dung di dong. Sau d6, thuc hién dang
ky/lién két théng tin tai khoan Mysign (do Viettel cip) vao thong tin ngudi ding.

B2: Nguoi dung thuc hién truy cap vao hé théng van ban, va thuc hién gui 1énh ky

Mysign tir hé thong do.

B3: Nguoi dung xéac thuc yéu cau ky trén tng dung di dong cua hé théng van ban.

B4: Nhan va kiém tra vin ban da ky trén hé thong vin ban.
3. CHI TIET LUONG API DICH VU MYSIGN:
3.1. Ludng API ding Ky thiét bi 1am thiét bi xac thuc

Luwu y: Luong chi 4p dung cho cac hé théng cé wng dung tich hop SDK Mobile

dé xac thuc yéu cau ky, khong sir dung Mysign
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Uszer App Mobile Server Mysign

| 1
1 Ding ky thiét bi ' ) o )
g B1: APl xac thue ma (rng dung ky (authenticate client)

Mysign tra lai token

F Y

B2 APl xac thue user (authenticate user)

h 4

Mysign gl OTP vé

F Y

return OTP

P
=

B3: APl xac the OTP (authenticate OTP)

h 4

B4: Call ham dang ky thiet bi (device registration trén SDK)

API dang ky thidt bi xac thuc

Mysign g CTS cho thi#t bi sau khi dang ky thanh cing

e

Véi tai khoan sir dung app trén thiét bi 1an dau, can thuc hién xac thuc tai khoan,
xé&c thuc OTP va dang ky thiét bi. Sau d6 co thé thuc hién lay yéu cau ky dang cho
va Xac thuec.

B1: Goi API x&c thuc client (authenticate client) dé xac thuc Client, véi ma
client_id va client_secret duoc Viettel cung cap. Response tra vé token dé thuc
hién goi cac APl ¢ B2, B3.

B2. Goi API x&c thuc user (authenticate user) dé xéac thuc User Mysign sir dung
tén tai khoan Mysign Viettel cung cap, sau khi xac thuc tai khoan cé ton tai API s&
gui OTP t6i cac thong tin da dang ky (SPT, email).

B3: Goi API xéc thuc OTP (authenticate OTP) dé xac thuc OTP, str dung token &
budc 1 va OTP ¢ budc 2. Sau khi xac thuc thanh cong sé nhan dugc access_token
va refresh_token.

Access_token & buéc nay sé dung dé truyén vao cac API sau, dwoc gan thong
tin user da xac thuc & budc 1-3.

Refresh_token & bwéc nay sé dung dé 1am méi access_token & céc lan thuc
hi¢n sau.

B4: Goi ham diing ky thiét bi trong SDK, thuc hién ding ky thiét bi sir dung App
| thiét bi xac thyc tin cay. Sir dung access_token & budc 3.
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- Android: ham registerDevice (chi tiét tham khao Phu luc 3, muc 3.2)
- i0S: ham APl.registerDevice (chi tiét tham khao Phu luc 4, muc 5.1)

3.2. Ludng API giti yéu cAu ky so trén hé thong ing dung (dong bd)

L’ng dunglserver - Mobile
I Server Mysign app/Mysign app

G yéu cau ki o
> B1: Goi API login v&i thaong tim user_id, client_id

returm access_token

B1.1: Goi AP Cerfificatelnfo vai user_id

_retumn danh =ach CTS dang hoat ddng cla user

B2: Chudn bi vdn banftac hash

B3: Goi APl SignHash

Mysign tao yéu cdu xac thue 167 app xéc thue |

B4: Xic thue yéu ciu ki frén app Mysign

Y

¥ac thue OK

il

Server Mysign ky dif liéu

T

i

1

i

i

B5: refurn signature H
i

i

i

i

i

i

1

i

i

1

i

i i

B1: Goi API Login véi thong tin tén tai khoan Mysign (user_id), m& &ng dung
(client_id) va client_secret dé lay ma access_token.

Access_token & buéc nady sé dung dé truyén vao cac API sau, dwgc gan thong
tin user da xac thuc.

B1.1: Goi API Certificatelnfo dé lay thong tin cac CTS dang hoat dong cua tai
khoan Mysign. Trong d6 bao gdm thong tin credential id 1a dinh danh cua CTS, va
nhiéu thong tin khac nhu certificate chain, thoi gian ¢6 hiéu luc — hét han, théng tin
ca nhan/td chuc dai dién, v.v.

B2: Chuan bj cac thong tin lién quan toi van ban ky, chli y can c6 thdng tin ma
hash cuaa dit liéu can ky (chi hd tro mad SHA256 da chuyén sang dang ma base64),
va tén van ban/dix liéu ky dé hién thi trén ang dung.
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B3: Goi API SignHash véi cac thong tin da co & cac budc trén dé guri yéu cau ky
tgi hé théng Mysign.

B4: St dung &ng dung xac thuc ky (Mysign hodc App mobile da tich hop SDK) dé
Xé&c thuc yéu cau ky.

B5: Vi yéu cau ky dang dong bo, API SignHash & budc 3 s& tra két qua chix ky
(signature) cua dir liéu sau khi xé&c thuc thanh cong; hoac ma 15i néu ky gap 15i/that
bai.

3.3. Ludng API giti yéu ciu ky so trén hé théng tng dung (bat dong bd)

L’ng dunglserver o Mobile
I Server Mysign app/Mysign app

i i
GiFi yéu cau ky i ) L o _ i
L B1: Goi API login vii thong tin user_id, client_id !

h J

retumm access token

'y

B1.1: Goi API Ceriificatelnfo v user_id

_ return danh sach CTS dang hoat ddng cua user

B2- Chudn bi vdn banitac hash

B3: Goi API SignHash

API SignHash tra transaction_id

Y

Mysign tao yéu ciu xac thuc 157 app xac thrc

B4: Xac thue yéu cdu ky frén app MysignMobile bang transaction_id

Xac thuc OK

Server Mysign ky diF liu

F Y

B5: Goi ham get statug ding transaction_id
de lay ket qua ky

retum signature

. —
P P
i
'

B1: Goi API Login véi thdng tin tén tai khoan Mysign (user_id), mé& &ng dung
(client_id) va client secret dé lay ma access_token.

Access_token & bwéc nay sé diung dé truyén vao cac API sau, dwoc gan thong
tin user da xac thuc.

10
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B1.1: Goi API Certificatelnfo dé lay thong tin cac CTS dang hoat dong cua tai
khoan Mysign. Trong d6 bao gém thong tin credential id 1a dinh danh cia CTS, va
nhiéu thong tin khac nhu certificate chain, thoi gian ¢6 hiéu luc — hét han, théng tin
c& nhan/to chire dai dién, v.v.

B2: Chuan bj cac thong tin lién quan toi van ban ky, chl y can c6 thdng tin ma
hash cuaa dix liéu can ky (chi hd tro ma SHA256 da chuyén sang dang ma base64),
va tén van ban/dit liéu ky dé hién thi trén ung dung.

B3: Goi API SignHash véi cac thong tin da co & cac budc trén dé gui yéu cau ky
tgi hé théng Mysign. Vi yéu cau ky dang bat ddng bo, API SignHash s& tra ra ma
transaction_id caa giao dich ky

B4: Str dung ing dung xac thyuc ky (Mysign hoic App mobile da tich hop SDK) dé
Xé&c thuc yéu cau ky.

B5: Goi API lay trang théi cua giao dich dé kiém tra. AP1 SignHash s& tra két qua
chix ky (signature) caa di liéu sau khi xac thuc thanh cong; hoac ma 15i néu ky gap
15i/that bali.

3.4. Ludng API xac thue yéu cau ky trén App mobile

Luru y: Luong chi 4p dung cho céc ing dung tich hgp SDK Mobile dé xac thuc
yéu cau ky, khong sir dung Mysign.

11
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Mobile app Server Mysign

1 i

Mg diing thire hién vio app & xac thwe/ky i i
i
.

L&y access_foken m&i tir API xic thc OTP hodc API renew access_token o

retum access_token

E1: Goi API I3y danh sach y&u ciu ché xac thre (pending authorization request)

return list request

TH1: Ngwdi diing mudn xac thue yéu ciu

: goi ham authorize trén SDK

m
[
-

Goi API xc thire gl ket qua B Mysign

£ s
retumn error_code/ket qua

TH2: Mg diing mudn tiF chdi yéu cau B2.2: Goi API tir chdi yéu cdu (cancel request)

£ s
retumn error_code/ket qua

Khi thuc hién cac API trong ludng xac thuc yéu cau ky, can ¢ ma access_token
gan voi thong tin user da xac thuc dé truyén vao thong tin chinh xac.

Trong truong hop tai khoan da ding ky thiét bi, API x&c thuc OTP tra lai ma
refresh_token dé cd thé lam méi access_token va thuc hién tiép cac budc xéac
thuc/ay quyén ky. Stir dung API renew access token dé 1am méi access_token cil,
st dung refresh_token tir 1an dang ky dau tién.

Sir dung access_token méi dé thuc hién cac API iy quyén ky.

B1: Goi API lay yéu cau cho bang transaction_id dé lay Pending Authorization
Request (Y&u ciu can xé4c thuc ky), str dung transaction_id tir budc tao yéu cau ky
signHash dang bat dong bo (Muc 3.3). Ham nay sé& tra ma yéu cau ky dang doi xéac
thue cua user. Sau khi nguoi dung thuc hién API signHash, s& ¢d yéu cau tra vé khi
thuc hién goi API nay (tham khao tai liéu API ky cua ngudi dung).

B2.1: Goi ham authorize (ity quyén ky) trong SDK khi thuc hién ay quyén ky
cho yéu cau trén.

- Android: ham authorisationPendingRequest (xem Phu luc 3, muc 3.3)
- 10S: ham APl.authoriseaPendingRequest (xem Phu luc 4, muc 5.2)

12
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Luu y: Néu sau khi gei ham ky, API tra vé ma 16i 57091 — Device certificate is
expired, can thuc hién hiy thiét bi va dang ky lai thiét bi (Muc 3.1).

B2.2: Goi API huy bo yéu cau néu mudn tir chéi yéu cau ky.

3.5. Luodng API ky bat dong bd cé callback

i (i Transaction :

™ éu chu xdc thue
iv Xic thc thit bai 3.1.Tir chéi xéc thise, imeout...
|_| 2.1.1. Liy Access token
[ At/ Khéng phan hai |j 3.12. Status
[5]*- 3.1.3. Signature
Phin hai -[] 3.1.2°. Access token N
I:I= 3.1.7'. Webhook Kt qua kj thanh céng

Xiac thire thanh cing
3.2. Xac the thanh cdng

ALt/ Khong phin hai 322 Status

Phin héi

D‘ 3.2.2'. Webhaok K&t qua ky thanh céng

Khi thuc hién cac API trong ludng xac thuc yéu cau ky, can cd ma access_token gan
véi thong tin user dd xac thuc dé truyén vao théng tin chinh xac.

B1: Thuc hién yéu cau ky bat ddng bo véi API Mysign, véi cau hinh bién async =
3 (xem Phu luc 1, muc 2.2 — Danh sich API ky bat déng bd).

B2: Nguoi ding xac thuc thdng qua app Mysign hoic app da tich hop SDK ky sé
caa Mysign

B3: Sau khi xtr Iy xac thuc, Mysign guri lai két qua thong qua API callback cho don
vi tich hop (xem Phu luc 2, muc 3 — Danh sach API callback tra két qua ky)

13
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Phu luc 1: API giri yéu ciu ky téi dich vu Mysign

1. PDic ta giao tiép ky dong bd
1.1. Cac logi giao dich

STT Tén ham Mo ta
1| Login Ung dung ky dang nhap va lay phién
(access_token)
Lay danh sach Chimg thu s6 va Théng
2 | Certificates/Info tin chi tiét tng Chimg thu s6 ciia nguoi
ky
3 | SignHash Ky ma bam

1.2.  Bdc td chi tiét cdc giao dich

1.2.1. Login
Ung dung ky dang nhap va lay phién (access_token).
Request
Link https://remotesigning.viettel.vn/vtss/service/ras/v1/login
HTTP Verb | POST
Content application/json
Type Pp J
Accept application/json
{
“client_id": “adss...client”,
Request "“client_secret™: “fj49Kkl....... o0OpQS”,
Body "profile_id": “ADSS RAS Profile 001>,
"user_id"; “MST_0100109106-998”
by
Parameters Presence Value Description
client_id MANDATORY | String Client ID cua Ung dung ky

14
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Parameters Presence Value Description
(T6i da 50 ky tw).
_ _ User ID cua nguoi ky
user_id MANDATORY | String .
(Toi da 50 ky tu).
client_secret MANDATORY | String Khoa b,a 0 mét cia Ung
dung ky
o _ Profile ID cua nguai Ky
profile_id MANDATORY | String )
(Toi da 50 ky tu)
Response
Status
Code Message Response Body
{
"access_token":
"eyJhbGciO1JIUzI1NsInN...Pcxcz2hM",
200 OK refresh_token": "",
"token_type": "Bearer",
"expires_in": "3600"
¥
{
"error": "568071",
"error_description™: "The request is missing a
Bad required parameter, includes
400 o i
Request an invalid parameter value, includes a parameter
more than once, or is
otherwise malformed."
¥
|q
401 Unauthoris | “error: "59033",
ed "error_description™: "Failed to process request -
user ID or password is

15
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invalid"

}

Parameters

Presence Value Description

access_token

MANDATORY | String Phién giao dich (access token)

refresh_token

Token cap nhat lai phién giao

CONDITIONAL | String dich

token_type MANDATORY | String Loai access token
expires_in MANDATORY | String Han cua phién (seconds)
error_code CONDITIONAL | String M4 16i.

error_descripti
on

CONDITIONAL | String | M ta I3i.

1.2.2. Certificatelnfo
L4y danh sach Ching thu sé cta nguoi ky

Request
Link https://remotesigning.viettel.vn/vtss/service/certificates/info
HTTP Verb POST
Content application/json
Type PP J
Accept application/json
o Bearer
Authorization
eyJhbGciO1JIUzIINsInN...Pcxcz2hM
{

Request
Body

“client_id": “adss...client”,
"“client_secret™: “fj49Kkl....... o0OpQS”,
"profile_id": “adss:ras:profile:001”,
"user_id": ""MST_0100109106-998",

16
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"certificates": "chain",
"certInfo": true,
"authlnfo": true

}
Parameters Presence Value Description
o _ Client ID cua Ung dung ky
client_id MANDATORY | String .
(Toi da 50 ky tw).
_ _ User ID cua nguoi ky
user_id MANDATORY | String

(Téi da 50 ky tu).

client_secret

MANDATORY | String

Khoa bao mat caa Ung dung
ky

profile_id

MANDATORY | String

Profile ID cua nguoi ky
(Ti da 50 ky tu)

certificates

OPTIONAL String

Chi dinh thong tin Chung thu
sb tra vé:

e None: Khong

e Single: Chi chimg thu sd
cua nguoi ky

e Chain: Ca chudi chimg thu
s6 (Certiticate chain).

Gia tri mac dinh: ‘single’

certinfo

MANDATORY | Boolean

e True: Tra vé céac thong tin
kém theo Chung thu sd.

e False: Khong tra cac thong
tin kém theo Chung thu so.

Gia tri mac dinh: ‘false’

17
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Parameters Presence Value Description
e True: Tra vé cé4c thdng tin
vé co ché uy quyén dugc hd
tro.
authInfo MANDATORY | Boolean | e False: Khong tra ¢ vé cac
thong tin vé co ché ay quyén
duogc ho tro.
Gia tri mac dinh: ‘false’
Response
Status
Code Message Response Body

[

{

"description": "Go>Sign mobile based implicit credential

authorization",

llkeyﬂ’: {

“status": "ENABLED",

"algo™: [

"1.2.840.113549.1.1.1"

I

"len": 2048,

"curve™: null

200 OK 13
"cert”: {

“status": "valid",

“certificates": [

"Base64-encoded X.509 end entity certificate",
"Base64-encoded X.509 intermediate CA certificate",
"Base64-encoded X.509 issuer CA certificate"

1
“issuerDN": "Issuer DN printable string",
"SerialNumber": "5AAC41CD8FA22B953640",
"subjectDN": "Subject DN printable string",
"validFrom™: "20180709132216+0000",
"validTo": "20190709132216+0000"

18
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}

uthMode": "implicit",

"multisign™: “2147483647”,

"lang": null,

"credential_id": "0100109106-

998 2475106 20221011075826",
"SCAL": "2",

"phone_number": “0000000000”,
"subscriber_id": “CA_00000000000”,
"sign_package": “MS_VAS HCC”

}
]

{

"error': "invalid_request",
"error_description": "The request is missing a required

Bad parameter, includes
400 o :
Request | an invalid parameter value, includes a parameter more
than once, or is
otherwise malformed."
b
Parameters Presence Value Description
. : Mbo ta
description OPTIONAL String (Téi da 255 kY tu).
Trang thai cua cap khoa caa
Chtmg thu sb:
key/status MANDATORY |String | * Enabled: Khoacothé si
dung deé ky
« Disabled: Khéng khéng thé
dung dé ky.
Danh sach OIDs cac thuat
. toan ky ho tro. Vi du:
List<Str
key/algo MANDATORY 0> ¢ 1.2.840.113549.1.1.1=RSA
g encryption
[ J
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Parameters

Presence

Value

Description

1.2.840.10045.4.3.2=ECDSA
with SHA256

key/len

MANDATORY

Number

D¢ dai khéa (bits).

key/curve

CONDITIONAL

String

Ma OID cua ECDSA curve.
Chi tra vé khi keyAlgo thuoc
nhém ECDSA.

cert/status

OPTIONAL

String

Trang thai caa Chtng thu sb.

cert/certificates

CONDITIONAL

List<Str
ing>

Danh sach chtng thu sb dinh
dang Base64.

Theo thur tu:

- CTS cua user

- CTS Viettel-CA

- CTS géc (root) ctaBO TTTT

cert/issuerDN

CONDITIONAL

String

DN cua CA cap CTS
Tra vé khi certInfo 1a “true”.

cert/serialNum
ber

CONDITIONAL

String

Serial number cua CTS
Tra vé khi certInfo la “true”.

cert/subjectDN

CONDITIONAL

String

DN cua CTS
Tra vé khi certInfo 1a “true”.

cert/validFrom

CONDITIONAL

String

Thoi han bat dau hop 1é cua
CTS

Tra vé khi certinfo 13 “true”.
binh dang GeneralizedTime
(RFC 5280 e.g.
“YYYYMMDDHHMMSSZ”)

cert/validTo

CONDITIONAL

String

Thai han két thac hop 18 caa
CTS

Tra vé khi certinfo 1 “true”.

binh dang GeneralizedTime
(RFC 5280 e.qg.
“YYYYMMDDHHMMSSZ”)
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on

Parameters Presence Value Description
Phuong thirc xac thuc:
authMode MANDATORY | String | e Implicit: Viéc xac thuc do
ngudi Ky thuc hién.
. e ©“2”: SCAL2 thi ma bam s¢
SCAL OPTIONAL String duoc lien két véi SAD
Mot s6 bang hoic cao hon 1
dai dién cho sé luong chit ky
multisign MANDATORY | Number | tdi da c6 thé duoc tao bang
théng tin xac thuc nay véi mot
y&u cau uy quyén duy nhat.
credential id | MANDATORY |String | Ma credential_id (dinh danh)
cua CTS
. M4 ngon ngir caa két qua theo
lang OPTIONAL String REC 5646.
. S6 dién thoai caa thué bao
phone_number | MANDATORY | String dang k§ CTS
subscriber_id | MANDATORY | String | Sé thué bao
sign_package | MANDATORY |String | Goéi cudc ky
error_code CONDITIONAL | String | Ma loi
error_descripti | 5 \DITIONAL | String | Mo ta I3i.

1.2.3. SignHash

Xac thuc yéu cau ky.

Request
Link https://remotesigning.viettel.vn/vtss/service/signHash
HTTP Verb POST
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Content application/json
Type Pp J
Accept application/json

Authorization

Bearer TiHRG-bA
H3XIFQZ3ndFhkXfoP24/CKN69L8gdSYp5 pw

Request
Body

{

"credentiallD": "JohnDoe",

“client_id": "samples_test_client",

"numSignatures"”; 2,

"description™; “Document Name”,
"documents™; [{

"document_id"; 123,

"document_name": “Document Name 123",
H

"document_id": 456,

"document_name": “Document Name 4567,

H,
"hash":

[
"sTOgwOmM+474gFj0q0x1iSNspKgbcsedleiqiDg/HWu
=",
"c1RPZ3dPbSsONzRnRmowcTB4AMWITTnNwS3FiY3
NINEIllaXFsRGcvSFd1ST0="

1,

"hashAlgo™: "2.16.840.1.101.3.4.2.1",
"signAlgo™: "1.2.840.113549.1.1.1",

“async”: 0 }

Request Parameters
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Parameters Presence Value Description
credentiallD | MANDATORY | String ID cua Chimg thu s6 cua ngudi ky
client id MANDATORY | String VMua client_id dugc cung cap baoi dich
client_secret | MANDATORY | String Ma client_secret dugc cung cap bo
dich vu
Zé‘ms'g”at“r MANDATORY | Number | Sé lwong chit ky cin ky
documents/d
ocument MANDATORY | String ID dai dién cho tai liéu ky
_id
* Tén cua tai liéu ky, hién thi trén yéu
cau ky app Mysign néu khdng c6
thong tin description
* Pé hién thi chinh xac ndi dung nay,
can truyén théng tin nhu sau:
- Ma hoéa noi dung dang ma Base64,
encode UTF-8 khi truyén vao API
documents/d _ - Do dai ma Base64 nhé hon 100 ki
ocument MANDATORY | String tu
_name - , o
- N6i dung goc chi duoc bao ham cac
noi dung sau:
+ Chit cai hoa, thuong khong dau: a-
z, A-Z
+ Chit s6: 0-9
+ Ky tu dic biét: dau gach duéi (),
dau gach ngang (-), dau céch ()
hash CONDITIONAL r';ésfsm M3 bim cua tai liéu ky dang Base64.
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Parameters

Presence

Value

Description

Moi ma s& twong (ing voi 1 object
trén param documents theo dling trinh
tu sap xép.

Chi tiép nhan ma hash dang SHA256
da chuyén d6i vé dang base64

description

OPTIONAL

String

* M0 ta yéu cau ky.
* Noi dung s& hién thi trén yéu cau ky
app Mysign néu duoc truyen vao

* Pé hién thi chinh xac noi dung nay,
can truyén thong tin nhu sau:

- Ma hoda noi dung dang ma Base64,
encode UTF-8 khi truyén vao API

- Bo dai ma Base64 nho hon 100 ki
tu

- Noi dung gdc chi dugc bao ham céc
noi dung sau:

+ Chir cai hoa, thuong khong dau: a-
z, A-Z

+ Chir s6: 0-9

+ Ky tu dac biét: dau gach dudai (),
dau gach ngang (-), dau céch ()

hashAlgo

CONDITIONAL

String

Ma OID cua thuat toan bam.

Tham sé nay s& bi bé qua hoic bo
qua néu thuat toan bam duoc chi dinh
ngam bai thuat toan signAlgo.

signAlgo

MANDATORY

String

OID cua thuat toan duoc sir dung dé
ky. N0 s€ la mot trong nhitng gid tri
duogc thong tin x&c thuc cho phép nhu
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Parameters Presence Value Description
duoc tra vé trong keyAlgo trong két
qua khi goi API credentials/info.
Ché d6 ky dong ba/bat dong bo
0: Ché d6 ky dong bd (API s& cho két
qua xac thuc tur server)
1: Ché do ky bat dong bo (API sé tra
async MANDATORY | Integer | ma yéu cau ky dé nguoi ding goi
ham kiém tra)
O loai yéu cau ky dong bo, gia tri ma
=0
Response
Status
Code Message Response Body
{
"signatures":
[
200 OK "KeTob5gl26S2tmXjgN...MRGtoew=="
]
}
{
"error"; "invalid_request",
"error_description™: "The request is missing a
Bad required parameter, includes an
400 L :
Request invalid parameter value, includes a parameter more
than once, or is otherwise
malformed."
¥
Bad {
400 Request “error": “invalid_request",

"error_description™: "Missing (or invalid type)
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string parameter credentialID"

}

{

"error": "invalid_request",

400 Bad "error_description": "Invalid parameter
Request . "
credentiallD
¥
{
"error"; "invalid_request",
Bad "error_description": "Missing (or invalid type)
400 :
Request Integer parameter
numSignatures™
¥
{
"error"; "invalid_request",
Bad " o :
400 error_description™: "Invalid parameter
Request : "
numSignatures
b
Response Parameters
Parameters Presence Value Description
_ MANDATO _ Danh sfach chu Ky darlg bas?64v
signatures RY String tuong rng V41 danh saich ma bam
dau vao.
CONDITIO : «
error_code NAL String Ma loi
error_descripti | CONDITIO : A s
on NAL String MO ta loi

2. Dic ta giao tiép ky bat dong bd

2.1. Cac logi giao dich

26




Tai liéu tich hop dich vu ky sé Mysign Viettel

STT Tén ham M6 ta

1 | Login Ung dung ky dang nhap va lay phién
(access_token)
L4y danh sach Chimg thu s6 va Théng

2 | Certificates/Info tin chi tiét tng Chimg thu s6 ciia nguoi
ky

3 | SignHash Ky mi bam (bat dong bo)

Get signing request X L AF mi2 A AL
4 status Lay két qua yéu cau ky

2.2.  Dic td chi tiét cdc giao dich

2.2.1. Login
Ung dung ky dang nhap va lay phién (access_token).
Request
Link https://remotesigning.viettel.vn/vtss/service/ras/v1l
/login
HTTP Verb POST
Content application/json
Type Pp J
Accept application/json
{
“client_id": “adss...client”,
Request "client_secret™: “fj49Kkl....... o0OpQS”,
Body "profile_id": “ADSS RAS Profile 001>,
"user_id"; “MST_0100109106-998”
by
Pararr;ePrter Presence Value Description
client_id MANDATORY | String Client ID cua Ung dung ky
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ParamSePrter Presence Value Description
(T6i da 50 ky tw).
_ _ User ID cua nguoi ky
user_id MANDATORY | String .
(Toi da 50 ky tu).
client_secret | MANDATORY | String L(;oa bao mat cia Ung dung
o _ Profile 1D cta nguai ky
profile_id MANDATORY | String .
(Toi da 50 ky tu)
Response
Status
Code Message Response Body
{
"access_token™:
"eyJhbGciO1JIUzI1NsInN...Pcxcz2hM",
200 oK refresh_token": "",
"token_type": "Bearer",
"expires_in": "3600"
¥
{
"error": "568071",
"error_description™: "The request is missing a
Bad required parameter, includes
400 o .
Request an invalid parameter value, includes a parameter
more than once, or is
otherwise malformed."
}
401 Unauthoris {
ed

"error': "59033",
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"error_description": "Failed to process request -
user ID or password is
invalid"

}

Parameters

Presence Value Description

access_token

MANDATORY | String Phién giao dich (access token)

refresh_token

Token cap nhat lai phién giao

CONDITIONAL | String dich

token_type MANDATORY | String Loai access token
expires_in MANDATORY | String Han cua phién (seconds)
error_code CONDITIONAL | String M4 16i.

error_descripti
on

CONDITIONAL | String | M ta I3i.

2.2.2. Certificatelnfo
L4y danh sach Ching thu sé cta nguoi ky

Request

Link https://remotesigning.viettel.vn/vtss/service/certificates/info
HTTP Verb POST

Content application/json

Type Pp J

Accept application/json

o Bearer
Authorization
eyJhbGciO1JIUzIINsInN...Pcxcz2hM

Request {

Body “client_id": “adss...client”,

"client_secret™: “fj49Kkl....... o0OpQS”,
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"certificates": "chain",
"certInfo": true,
"authInfo": true

}

"profile_id": “adss:ras:profile:001”,
"user_id": ""MST_0100109106-998",

ParamePrter
S

Presence Value

Description

client_id

MANDATORY | String

Client ID cia Ung dung ky
(Ti da 50 ky tu).

user_id

MANDATORY | String

User ID ctua nguoi ky
(Téi da 50 ky tu).

client_secret

MANDATORY | String

Khoa bao mat caa Ung dung
ky

profile_id

MANDATORY | String

Profile ID cua nguoi ky
(Ti da 50 ky tu)

certificates

MANDATORY | String

Chi dinh thong tin Chung thu
s tra vé:

e None: Khong

e Single: Chi chimg thu sd
cua nguoi Ky

e Chain: Ca chudi chimg thu
s6 (Certiticate chain).

Gia tri mac dinh: ‘single’

certinfo

MANDATORY | Boolean

e True: Tra vé cé4c thong tin
kém theo Chung thur so.

e False: Khong tra cac thong
tin kém theo Chung thur so.
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ParamSePrter Presence Value Description
Gia tri mac dinh: ‘false’
e True: Tra vé cé4c thdng tin
vé co ché uy quyén dugc hd
tro.
authInfo MANDATORY |Boolean | e False: Khong tra ¢ v& cac
thong tin vé co ché ay quyén
duoc ho tro.
Gia tri mac dinh: ‘false’
Response
Status
Code Message Response Body
[
{
"description™: "Go>Sign mobile based implicit credential
authorization",
llkey)’: {
“status™: "ENABLED",
llalgoll: [
"1.2.840.113549.1.1.1"
200 OK ]
"len": 2048,
"curve": null
3
"cert”: {
“status": "valid",
"certificates": [
"Base64-encoded X.509 end entity certificate",
"Base64-encoded X.509 intermediate CA certificate",
"Base64-encoded X.509 issuer CA certificate"
1.
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“issuerDN": "Issuer DN printable string",
"SeriaNumber": "5SAAC41CD8FA22B953640",
"subjectDN": "Subject DN printable string",
"validFrom": "20180709132216+0000",
"validTo": "20190709132216+0000"

}

’uthMode": "implicit",

"multisign”: “2147483647”,
"lang": null,

"credential_id": "0100109106-
998 2475106_20221011075826",

"SCAL": "2",

"phone_number": “0000000000”,
"subscriber_id": “CA_00000000000”,
"sign_package": “MS_VAS HCC”

b

]

{

"error"; "invalid_request",
"error_description™: "The request is missing a required

Bad parameter, includes
400 o :
Request | an invalid parameter value, includes a parameter more
than once, or is
otherwise malformed.”
¥
Parameters Presence Value Description
. _ M0 ta
description OPTIONAL String ,
(Toi da 255 ky tu).
key/status MANDATORY | String | Trang thai cua cap khoa cua

Chtmg thu sé:
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Parameters

Presence

Value

Description

e Enabled: Khoa c6 thé st
dung dé ky

e Disabled: Khong khong
thé dung dé ky.

key/algo

MANDATORY

String

Danh sach OIDs céac thuat
toan ky hé tro. Vi du:

o
1.2.840.113549.1.1.1=RSA
encryption

[ J
1.2.840.10045.4.3.2=ECDS
A with

SHA256

key/len

MANDATORY

Numbe

P¢ dai khéa (bits).

key/curve

CONDITIONAL

String

Ma OID cua ECDSA curve.

Chi tra vé khi keyAlgo thuoc
nhém ECDSA.

cert/status

OPTIONAL

String

Trang thai caa Ching thu
$6.

cert/certificates

CONDITIONAL

List<St
ring>

Danh sach chtng thu sb
dinh dang Base64.

Theo thu ty:
- CTS cua user
- CTS Viettel-CA

- CTS gdc (root) cua Bo
TTTT

33




Tai liéu tich hop dich vu ky sé Mysign Viettel

Parameters

Presence

Value

Description

cert/issuerDN

CONDITIONAL

String

DN cua CA cip CTS

Tra vé khi certinfo 1a
“true”.

cert/serialNumber

CONDITIONAL

String

Serial number cua CTS

Tra vé khi certinfo 1a
“true”.

cert/subjectDN

CONDITIONAL

String

DN cua CTS

Tra vé khi certinfo 1a
“true”.

cert/validFrom

CONDITIONAL

String

Thoi han bat dau hop 1é cua
CTS

Tra vé khi certinfo 1a
“true”.

binh dang GeneralizedTime
(RFC 5280 e.g.
“YYYYMMDDHHMMSS
7).

cert/validTo

CONDITIONAL

String

Thot han két thic hop Ié
cua CTS

Tra vé khi certinfo 1a
“true”.

binh dang GeneralizedTime
(RFC 5280 e.g.
“YYYYMMDDHHMMSS
7).

authMode

MANDATORY

String

Phuong thirc Xac thyc:
e Implicit: Viéc xac thuc
do nguoi ky thuc hién.
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Parameters Presence Value Description
: e ©“2”: SCAL2 thi ma bam
SCAL OPTIONAL SUING | & duoc lién két voi SAD
Mot s6 bang hoic cao hon 1
dai dién cho sb luong chi
multisign MANDATORY | \umbe | ky'oi da c6 thé dugc tao
r bang thong tin xac thuc nay
véi mot yéu cau ay quyén
duy nhat.
. : M@ credential_id (dinh
credential_id MANDATORY | String danh) cia CTS
. M4 ngdn ngir caa két qua
lang OPTIONAL String theo REC 5646,
. S6 dién thoai caa thué bao
phone_number MANDATORY | String dang k§ CTS
subscriber_id MANDATORY | String | S6 thué bao
sign_package MANDATORY | String | Goi cudc ky
error_code CONDITIONAL | String | Ma loi
error_description | CONDITIONAL | String | M6 ta loi

2.2.3. SignHash
Xéc thuc yéu cau ky.

Request
Link https://remotesigning.viettel.vn/vtss/service/signHa
sh
HTTP Verb POST
Content application/json
Type Pp J
Accept application/json
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Authorization

Bearer TiHRG-bA
H3XIFQZ3ndFhkXfoP24/CKN69L8gdSYp5 pw

Request
Body

{

"credentialID": "JohnDoe",
“client_id": "samples_test_client",

"client_secret™: "12345789qgadewaerawer",
"numSignatures”; 2,

"description”; “Document Name”,
"documents™; [{

"document_id"; 123,

"document_name": “Document Name 123",
H

"document_id": 456,

"document_name": “Document Name 4567,

H,
"hash":

[
"sTOgwOmM+474gFj0q0x1iSNspKgbcsedleiglDg/
HWul=",
"c1RPZ3dPbSsONzRnRmowcTBAMWITTnNwS3
FiY3NINElNaXFsRGcvSFd1STO="

1,

"hashAlgo™: "2.16.840.1.101.3.4.2.1",
"signAlgo™: "1.2.840.113549.1.1.1",

“async™: 2 }
Request Parameters
Parameters Presence Value Description
credentiallD :\:\,/I? NDATO String | ID cua Ching thu sb ciia nguoi ky
client id MANDATO String Ma client id dugc cung cap boi
RY dich vu
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Parameters Presence Value Description
dlient secret | MANDATO | . Ma client_secret duoc cung cap
~ RY 9 | bsi dich vu

numsignature | MANDATO -\ mber | 84 lugng chir ky can ky

S RY

documents/do

cument MANDATO String | ID dai dién cho tai liéu ky

) RY

_id
* Tén cua tai liéu ky, hién thi trén
yéu cau ky app Mysign néu khong
c6 théng tin description
* Pé hién thi chinh xac noi dung
nay, can truyén thong tin nhu sau:
- Ma hoa noi dung dang ma
Base64, encode UTF-8 khi truyén
vao API

documents/do MANDATO _ - By dai ma Base64 nho hon 100

cument RY String | ity

_hame _ )
- No6i dung goc chi dugc bao ham
cac noi dung sau:
+ Chir cai hoa, thuong khong dau:
a-z, A-Z
+ Chir s6: 0-9
+ Ky tu dac biét: dau gach dudi
(), dau gach ngang (-), dau céch (
)

_ Ma bam cua tai li¢u ky dang
hash CONDITION | List<Str | gasepa.
AL Ing>

37




Tai liéu tich hop dich vu ky sé Mysign Viettel

Parameters

Presence

Value

Description

Moi ma s& twong (ing Vvoi 1 object
trén param documents theo dliing
trinh tu sap xep.

Chi tiép nhan ma hash dang
SHA256 di chuyén d6i vé dang
base64

description

MANDATO
RY

String

* M0 ta yéu cau ky.

* Noi dung s& hién thi trén yéu cau
ky app Mysign néu dugc truyén
vao

* P¢ hién thi chinh xac noi dung
nay, can truyén thong tin nhu sau:
- M& hoa ngi dung dang ma
Base64, encode UTF-8 khi truyén
vao API

- b6 dai ma Base64 nho hon 100
Ki tu

- Noi dung géc chi dugc bao ham
cac noi dung sau:

+ Chit cai hoa, thuong khong dau:
a-z, A-Z

+ Chit s6: 0-9

+ Ky tu dic biét: dau gach dudi
(), dau gach ngang (-), dau céch (
)

hashAlgo

CONDITION
AL

String

Ma OID cua thuat toan bam.

Tham sb nay s& bi boé qua hoic bo
gua néu thuat toan bam duoc chi
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Parameters Presence Value Description
dinh ngam bai thuat toan
signAlgo.
OID cua thuat toan duoc str dung
dé ky. N6 s& la mot trong nhiing
sianAlao MANDATO Strin gia tri duoc thdng tin xac thuc cho
gnAlg RY 9 | phép nhu dugc tra vé trong
keyAlgo trong két qua khi goi API
credentials/info.
Ché do ky dong bo/bat dong bo
0: Ché d6 ky dong bo (API s& cho
két qua xac thuc tir server)
RY tra mé yéu cau ky dé ngudi ding
goi ham kiém tra)
O loai yéu cau ky bat dong bo, gia
trima=2
Response
Status
Code Message Response Body
{
"transactionld": "de67f948-0498-4919-af28-
200 OK dff54a6ade77"
}
{
"error': "invalid_request",
"error_description™: "The request is missing a
Bad required parameter, includes an
400 : : )
Request invalid parameter value, includes a parameter more
than once, or is otherwise
malformed."
b
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{
Bad "error": "invalid_request",
400 "error_description": "Missing (or invalid type)
Request : - "
string parameter credentiallD
¥
{
"error"; "invalid_request",
Bad " H H m, 1 H
400 error_description™: "Invalid parameter
Request . e
credentiallD
by
{
"error"; "invalid_request",
Bad "error_description": "Missing (or invalid type)
400 :
Request Integer parameter
numSignatures"
¥
{
"error"; "invalid_request",
Bad " H H m, 1n H
400 error_description™: "Invalid parameter
Request : "
numSignatures
¥
Response Parameters
Parameters Presence Value Description
_ MANDATO _ Danh sfach Chu’ Ky darlg bas?64v
signatures RY String tuong rng V41 danh saich ma bam
dau vao.
CONDITIO : -
error_code NAL String M4 Ioi.
error_descripti | CONDITIO : T
on NAL String MO ta loi.
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2.2.4. Get signing request status

X&c thyuc yéu cau ky.

Request
: https://remotesigning.viettel.vn/vtss/service/request
Link
s/status
HTTP Verb POST
Content application/json
Type Pp J
Accept application/json

Authorization

Bearer TiIHRG-bA
H3XIFQZ3ndFhkXf9P24/CKN69L8gdSYp5 pw

{
“transactionld”: “de67f948-0498-4919-af28-

Request
¥
Request Parameters
Parameters Presence Value Description
transactionld :zx‘ NDATO String ID cua Yéu cau ky can tra két qua
Response
Status
Code Message Response Body
{
"signatures";
200 OK [
"KeTob5gl26S2tmXjgN...MRGtoew=="
I
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"status": "1"
}
{
"error': "invalid_request",
"error_description": "The request is missing a
400 Bad required parameter, includes an
Request invalid parameter value, includes a parameter more
than once, or is otherwise
malformed."
}
{
Bad "error"; "invalid_request",
400 "error_description™: "Missing (or invalid type)
Request . - "
string parameter credentiallD
}
{
"error': "invalid_request",
Bad " o )
400 error_description™: "Invalid parameter
Request . "
credentiallD
}
{
"error"; "invalid_request",
400 Bad "error_description™: "Missing (or invalid type)
Request integer parameter
numSignatures™
}
{
"error': "invalid_request",
Bad N o .
400 error_description": "Invalid parameter
Request : .
numsSignatures
}

Response Parameters
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Parameters

Presence

Value

Description

signatures

MANDATO
RY

String

Danh sach chir ky dang base64
tuong tng vVéi danh sach ma bam
dau vao.

status

MANDATO
RY

String

Ma trang thai cua yau cau ky
dang tra cuu:

1 — Success
4000 — Cho nguoi dung xac nhan

6000 — Yéu cau di duogc nguoi
ding xé&c nhan, hé thong dang ky

4001 — Yéu cau ky hét thoi gian
cho (Timeout)

4002 — Nguoi ding tir chbi ky
4004 — Ky that bai (c6 15i xay ra)

4005 — Tai khoan khong du s6
du/lugt ky

13004 — Chtng thu sé hét han
hoic bi thu hdi

50000 — CO6 18i xay ra khi lay
thong tin

error_code

CONDITIO
NAL

String

error_descripti
on

CONDITIO
NAL

String
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3. Dic ta API ky bat dong bd c6 callback (async = 3)

3.1. API Xdc thuc ciia doi tic
Poi tac can chudn bi API @é Mysign goi sang ldy token: Link theo IP + Domain

API xac thuc client_id, client_secret la cac thdng tin xac thuc cuia client duoc hé
théng Mysign cap. Sau khi xac thuc thanh cong, hé théng tra lai ma access_token
xac thuc cho cac API 1.2 va 1.3. (application_access_token)

Request

https://<API URL> (API URL cho ddi tac cung cap - Luu ¥ sir dung https)

HTTP Verb GET

Content-Type application/json
Accept application/json
Request body (json) ¥

"grant_type": "client_credentials",
"client_id": "simple_callback code",

"client_secret": "205640fd6ea8c7d80bb91c630b52d286d21ee511"

}

Response Header

authentication_meth | true

ods
Response

Status Code Message | Response Body
{
'status_code": "00",
"'message": "Thanh cong",
"data": {
""access_token™:

200 OK "Ex2YHUSZqOQB8Smh62zcZDUbxIsbMVr8PKmgK70Z",
"expires_in": "3600000",
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""consented_on": "1735035122"
}
}
400 Bad Request| Message 15i
500 Internal Message 15i
Server Error

Request Parameters
Parameters Presence Value Description

grant_type forward String Mac dinh Ia: client_credentials
client_id forward String Do d6i tac cung cap
client_secret forward String Do d6i tac cung cap

Response Parameters

Parents Parameters Presence Description
Parameters
status_code REQUIRED String Ma 16i cua request
. M6 ta ma 16i
message REQUIRED String request
data REQUIRED Object Data

Access_token sir

data access_token REQUIRED String dung cho API 3.2
Khoang thoi gian
data expires_in REQUIRED Number access_token con
hiéu luc
Thoi diém
data consented on REQUIRED Timestamp TOEESS ({0165 AT

sinh ra (Dya vao
Unix time second)

Bang ma 16i
Hé thong Mysign chdp nhdn ma 161 00 1a yéu cau thyec hién thanh céng.

status_code message Mo ta
00 Thanh céng Lay thong tin access
token thanh cong
Khac 00 Bén thir 3 tra mo ta 16i & trudong | Khong thanh cong, ding
message ludng callback tra két qua
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3.2. API Trd két qua ky sé cho bén thir 3
Poi tac can chudn bi API @é Mysign goi sang tra két qud ky sé: Link theo IP +

Domain

API tra két qua ky s6 cho bén thir 3.

- Request:

https://<API URL> (API URL cho ddi tac cung cap - Luu ¥ sir dung https)

HTTP Verb GET
Content-Type application/json
Accept application/json
Authorization Bearer {access_token}
Request body (json) ¥

"meta_data™: {

"request_id": "VIETTEL_6fa0d53c-e225-45bd-8a78-
95246¢9bb590 1735543766152",

"transaction_id": "6fa0d53c-e225-45bd-8a78-95246c9bb590",
"description”; "Ky thanh cong",

"status": "1"

}
"data": {

""action_timestamp": 1735543766,
"signature_timestamp": 1735543766,
"results™: [

{
"document_id": "123asdasd",

"signature™:

"dQA1ZLHKM+9qJicJ9XgzIFwi56Gq19g+guok5nSaGTfpXuBnQRwosPHGKZm7
\vs6S\r\n8j X2V xY OetyaVmJW8osDFb83oxvdtP Iw+fY 31txQir80Y T3+Hc8ZfRBFInu
070ja\r\nizirsTz2P6SDmM37a+JplPgBt5SNBW3T5gACbkZIZAWRX5RESNKbCEL.i3p

HKOZnJNd\\nCobzBD/Ke7yKuJB6e6CL25A823ZIi+F3EJCF5jyw4b7wsul/I7tWM
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WMEDotCYYLB\\ndwTYaHRz7UiQhLLoN960LaunFmcOTLhN8KD7Jhu3w6rmJ
RhmF29s3zq/PNFibwff\r\nb9CJALImMsly69nLiTICO4Q=="

}
I

Response Header

authentication_meth | true

ods
- Response:
Status Code Message Response Body
{
'status_code": "00",
200 OK o
'message": "Thanh cong"
¥
500 Internal Server |[Message 10i
Error

Request Parameters

Parent Parameters Presence Description
Parameter
meta_data MANDATORY Object
meta_data request_id MANDATORY String Do ddi tac cung cap
meta_data transaction_id MANDATORY String Do d6i tac cung cap
meta_data description MANDATORY String M@ ta nguoi ky
meta_data status MANDATORY String Trang thai
data MANDATORY Object
data action_timestamp  MANDATORY Timestamp Thoi diém xéac thuc yéu

cau ky (Dwa vao Unix
time second)
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data signature_timesta MANDATORY Timestamp Thoi diém ky thanh
mp coéng (Dua vao Unix
time second)
data results (List) MANDATORY Object Két qua chir ky tra vé
results (List) document_id MANDATORY String Ma ID document ky
results (List) signature MANDATORY String Chtr ky dang base64
tuong tng Voi

Document ID trén

Bing mi trang thai treong meta_data.status (trang thai yéu ciu ky)

meta_data.status | Mo ta

1 SUCCeSS

4000 Cho nguoi dung xac nhan

6000 Yéu cau da duoc nguoi dung xac nhan, h¢ théng dang ky
4001 Yéu cau ky hét thoi gian cho (Timeout)
4002 Nguoi dung tir chdi ky

4003 Cho hé thong sinh chit ky

4004 Ky that bai (c6 18i xay ra)

4005 Tai khoan khong du s6 du/luot ky

4006 Chtng thu s6 chua nghiém thu

4007 Cho hé thong ghép chit ky vao file
4008 Thué bao khong hop 1€

13003 Chung thu s6 hét han

13004 Ching thu sé khong hop 16

50000 C6 16 xay ra khi 1dy thong tin
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Response Parameters

Parent Parameters Presence Value Description
Parameter
status_code MANDATORY String M4 16i cua request
message MANDATORY String MO tamaloi request

Bang ma 16i
Hé thong Mysign chdp nhdn ma 16i 00 14 yéu cau thyee hién thanh cong.

status_code message Mo ta ’
00 Thanh céng Ghi nhéan ket qua ky da
trd v€ thanh cong
Khac 00 Bén thir 3 tra mo ta 16i & truong Khong thanh cong, ding
message ludng callback tra két qua
4. Danh sach ma 16i chung

Ma 16i MO ta 16i

58001 An internal server error occurred while processing the
request — see the RAS service debug logs for details

58002 Service is not available - Try later
Failed to process request - RAS service is not enabled in

58003 _
license

58004 Failed to process request - RAS service license has expired
Failed to process request - RAS service is not enabled in

58005
system

58006 Failed to process request - RAS service is not allowed

58007 Failed to process request - Client ID does not exist

58008 Failed to process request - User ID does not exist
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M4 16i MO ta 16i
58009 Failed to process request - User ID already exists
58010 Failed to process request - Key alias does not exist
58011 Failed to process request - Transaction ID does not exist
58012 Failed to process request - Client ID not found in the request
58013 Failed to process request - User ID not found in the request
58014 Failed to process request - Key alias not found in the request

Failed to process request - Subject DN not found in the
58015

request

Failed to process request - User password not found in the
58016

request

Failed to process request - Key length not found in the
58017

request

Failed to process request - Key algorithm not found in the
58018

request

Failed to process request - User name not found in the
58019

request

Failed to process request - User password not found in the
58020

request

Failed to process request - User mobile number not found in
58021

the request
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M4 16i MO ta 16i

Failed to process request - Key alias exceeds the allowed
58022 o

limit
58023 Failed to process request - User ID exceeds the allowed limit

Failed to process request - User name exceeds the allowed
58024 o

limit

Failed to process request - User password exceeds the
58025 o

allowed limit
58026 Failed to process request - Invalid user mobile number
58027 Failed to process request - Invalid user email
58028 Failed to process request - Invalid user status

Failed to process request - RAS profile does not exist or
58029 marked

Inactive

Failed to process request - User certificate not found in the
58030

request

Failed to process request - Profile ID not found in the
58031

request
58032 Failed to process request - Invalid client ID

Failed to process request - User's new password not found in
58033

the request
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M4 16i MO ta 16i
Failed to process request - SMS OTP not found in the
58034
request
Failed to process request - Email OTP not found in the
58035
request
58036 Invalid string parameter - refresh_token
58037 Failed to process request - Invalid refresh token
58038 Failed to process request - Invalid access token
The request is missing a required parameter, includes an
58039 invalid parameter value, includes a parameter more than
once, or is otherwise malformed.
Failed to process request - Basic authentication is not
58040 _ _
enabled in RAS profile
53041 Failed to process request - SAML authentication is not
enabled in RAS profile
58042 Failed to process request - Missing (or invalid type) string
parameter token
Failed to process request - Invalid string parameter
58043 _
token_type_hint
58044 Failed to process request - Invalid string parameter token
Failed to process request - Client ID is not configured for
58045

certification service settings in RAS service manager
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M4 16i MO ta 16i
Failed to process request - Certification profile is not
58046 configured for certification service settings in RAS service
manager
Failed to process request - Certification service address is
58047 not configured for certification service settings in RAS
service manager
58048 Failed to process request - Unable to get device certificate
from certification service
58049 Failed to generate access token - HMAC Key not configured
in RAS service manager
Failed to process request - User Email not found in the
58050
request
58051 Failed to process request - Client ID is not configured for
default settings in RAS service manager
Failed to process request - Device ID not found in the
58052
request
58053 Failed to process request - Push notification token not found
in the request
58054 Failed to process request - OS type not found in the request
58055 Missing (or invalid type) string parameter credentiallD
58056 Missing (or invalid type) integer parameter numSignatures
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M4 16i MO ta 16i

58057 Invalid parameter numSignatures

53058 Invalid request parameter - numSignatures doesn't match
with no of hashes in hash array

53059 Invalid request parameter - no of documents in clientData
doesn't match with no of hashes in hash array

58060 Missing parameter hash

58061 Failed to authorise user credentials - Request timeout for
mobile authorisation

58062 Failed to authorise user credentials - User cancelled mobile
authorisation

58063 Invalid parameter credentialID

58064 Missing (or invalid type) string parameter SAD

58065 Invalid parameter SAD

58066 Empty hash array

58067 Invalid Base64 hash string parameter

58068 Missing (or invalid type) string parameter signAlgo

58069 Invalid parameter signAlgo

58070 Missing (or invalid type) string parameter hashAlgo

58071 Invalid parameter hashAlgo
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M4 10i MO ta 10i
58072 Failed to validate SAML assertion - Invalid base64 data
58073 Failed to validate SAML assertion - Not comply with
SAML 2.0 schema
53074 Failed to validate SAML assertion - Unable to parse SAML
assertion
58075 Failed to validate SAML assertion - Validity period expired
or not yet valid
58076 Failed to validate SAML assertion - Server certificate does
not match with the certificate configured in RAS Profile
Failed to validate SAML assertion - Multiple or no
58077 _
attributeValue found
58078 Failed to validate SAML assertion - Invalid Signature
58079 Failed to process request - User status is blocked or inactive
Failed to process request - Certificate chain not found in the
58080
request
58081 Failed to process request - Invalid certificate chain
Failed to process request - Client secret not found in the
58082
request
Failed to authorise user credentials - An internal server error
58083

occurred during signature computation
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Ma 16i MO ta 10i

Failed to process request - Device CSR not found in the
58084

request
58085 Failed to process request - Invalid device CSR

Failed to process request - Device information not found in
58086 the

request

Failed to process request - Device ID not found in the
58087

request

Failed to process request - Device name not found in the
58088

request
58089 Failed to process request - SAD not found in the request

Failed to process request - Request 1D not found in the
58090

request
58091 Failed to process request - Invalid request
58092 Failed to process request - Either request ID is invalid or the

transaction is expired

An internal server error occurred - please contact your
58093 _ _

service provider
58094 Failed to process request - User mobile exceeds the allowed

limit
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Ma 16i M0 ta 16i
Failed to process request - User email exceeds the allowed
58095 o
limit
53096 Failed to process request - Configurations for SMS/Email
OTP(s) not available
58097 Failed to process request - No OTP(s) found in request
58098 Failed to process request - QR Code authentication is not
allowed for this RAS profile
86000 Failed to authenticate client - TLS client authentication
certificate has expired
86001 Failed to authenticate client - TLS certificate CN does not
match with Client ID
Failed to authenticate client - TLS client certificate is
86002
revoked
86003 Failed to authenticate client - revocation status for TLS
client certificate is unknown
86004 Failed to authenticate client - Client ID does not match with
the client identified by TLS client certificate
86005 Failed to authenticate client - TLS client certificate does not
match with the configured client certificate
Failed to authenticate client - request signing certificate has
86006

expired
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Ma 16i MO ta 10i
Failed to authenticate client - request signing certificate is

86007
revoked

26008 Failed to authenticate client - revocation status for request
signing certificate is unknown

86009 Failed to authenticate client - request signing certificate does
not match with the configured client certificate

86010 Failed to authenticate client - Client ID does not match with
the client identified by the request signing certificate

86011 Failed to authenticate client - Client ID does not exist

86012 An error occurred while communicating with database - see
the service debug logs for details

86013 An error occurred when checking the certificate revocation
status see the service debug logs for details

86014 An internal error occurred while authenticating the client -
see the service debug logs for details
Failed to authenticate client - Client ID is not found in the

86015
request

86016 Failed to process request - Request signing certificate is not
trusted

86017 Failed to authenticate client - client is marked inactive
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M4 16i MO ta 16i
Failed to authorise client - service is not allowed to this
86018 _
client
86019 Failed to authorise client - service profile does not exist
86020 Failed to authorise client - service profile is inactive
Failed to authorise client - profile is not allowed to this
86021 _
client
86022 Failed to authorise client - default profile not configured and
neither found in request
86023 Failed to authorise client - default profile is inactive
86024 Failed to authorise client - client secret is invalid

internal_error

An internal server error occurred while processing the

request
invalid_csr | CSR is invalid
invalid_otp | OTP is either invalid or expired
missing_csr | CSR is missing in the request

missing_device
id

Device ID is missing in the request

missing_device

_info

Device information is missing in the request
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M3 1i

MO ta 16i

missing_device

_name

Device name is missing in the request

missing_reques
t id

Request ID is missing in the request

refresh_token

revoked

Refresh token is either invalid or expired
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Phu luc 2: API Cloud-CA danh cho mobile app xac thuc ky

1. Xac thue Client

API xac thuc client_id, client_secret la cac théng tin xac thuc cuia client dugc hé
théng Mysign cap. Sau khi xac thuc thanh cong, hé thng tra lai ma access_token
xac thuc cho cac API 1.2 va 1.3. (application_access_token)

Request

https://remotesigning.viettel.vn/vtss/service/ras/v1l/authenticate

HTTP Verb POST

Content-Type application/x-www-form-urlencoded

Accept application/json

Authorization

client_id=samples_test client & client_secret=121212 &
Request Body grant_type=client_credentials

Response Header

authentication_meth | true

ods
Response
Status Code Message | Response Body
200 OK {
"access_token":"2YotnFZFEjrizCsicMWpAA",
"expires_in":3600
ks
400 Bad Request| Tham khao tai liéu OAuth RFC 6749
Request Parameters
Thong tin client_id
client_id MANDATORY | String (ma ID cua client)
dugc cap boi he
thong Mysign
Thong tin
client_secret (mé bi
client_secret MANDATORY String mat cua client) dugc
cap bdi hé thong
Mysign
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Kiéu xé4c thue. Mic
grant_type MANDATORY String dinh:
client_credentials

Response Parameters

Ma access_token

access_token MANDATORY String duogc str dung trong
cac AP1'1.2,1.3
expires._in MANDATORY | String 2;‘” gian hét han cta

2. Xac thuce User

X&c thuc user 6 ton tai trén hé théng hay khong. Néu c6 théng tin, mot ma OTP s&
duoc tra vé

Request
https://remotesigning.viettel.vn/vtss/service/ras/v1/user/enrol
HTTP Verb POST
Content-Type application/json
Accept application/json
Authorization Bearer {application_access_token} --- Token lay duoc tir ham

1.1
L
Request Body "user_id": "John_Doe",
}
Response Header
authentication_meth | true
ods

Response

Status Code Message | Response Body
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200

OK

Néu OTP duoc gui ti email va SDT cua user
{
"auth_type": "OTP",
"access_token": "eyJhbGciOiJl...FdR_3eyoY4",
"token_type": "bear",
"expires_in": 3600,
"otp_info": [
{
"otp_type": "EMAIL_OTP",
"sent_to": "john.doe@sample.som"

I
{

"otp_type": "SMS_OTP",
"sent_to": "+448007720442"
¥
]
ks

Néu OTP chi duoc gui t6i email ctia user:
{
"auth_type": "OTP",
"access_token": "eyJhbGciOiJl...FdR_3eyoY4",
"token_type": "bear",
"expires_in": 3600,
"otp_info": [
{
"otp_type": "EMAIL_OTP",
"sent_to": "john.doe@sample.som"

}
]

}
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Néu OTP chi duoc giri t6i SDT ciia user:
{
"auth_type": "OTP",
"access_token": "eyJhbGciOiJl...FdR_3eyoY4",
"token_type": "bear",
"expires_in": 3600,
"otp_info": [
{
"otp_type": "SMS_OTP",
"sent_to": "+448007720442"

¥
|
ks
400 Bad Request
500 Internal
Server Error
Request Parameters
Parameters Presence Value Description
user_id MANDATORY String  Thong tin user_id (tén user
Mysign) duogc cap
Response Parameters
Parameters Presence Value Description
auth_type MANDATORY  String  Loai cau hinh OTP xéc thyc duoc
cap.
otp_info CONDITIONAL  String  11ong tin loai hinh OTP va dia

chi gui OTP (email/SPT) dugc
cau hinh trén user_id (chi co khi
loai hinh x&c thuc la OTP)
error_code CONDITIONAL  String M4 I5i
error_descripti  CONDITIONAL  String Mo ta mi 15i
on
3. Xac thuec OTP

Xac thue OTP da gtri vao thong tin dang ky cua tai khoan (SMS, Email). Sau khi
xé&c thyuc thanh cong, hé thdng tra vé mé access_token va refresh token dé thuc hién
cac giao dich tiép theo.
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Request

https://remotesigning.viettel.vn/vtss/service/ras/v1/authentication/otp/verify

HTTP Verb | POST
Content-Type | application/json
Accept application/json

Authorization

Bearer {application_access_token}

Request Body

Néu ngudi dung nhan 2 OTP:

{
"user_id": "User ID",
"otp_info": [
{

"otp": "258456987",
"otp_type": "SMS_OTP"
b
{

"otp™: "258456987",
"otp_type": "EMAIL_OTP"

}
]
}

Néu ngudi dung nhan 1 OTP trén SPT:
{

“user_id": "User ID",

“otp_info": [
{
"otp": "258456987",
"otp_type": "SMS_OTP"
}
]

}
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Néu ngudi dung nhan 1 OTP tir Email:

{
“user_id": "User ID",
"otp_info": [
{

"otp™: "258456987",
"otp_type": "EMAIL_OTP"

by
]
ks
Response
Status Code | Message Response Body
200 Ok {
"access_token": "eyJhbGciOiJIUzIINilsInRS......EF
RJ96RD0",
"refresh_token": "eyJhbGciOiJIUzI1NilsInRS...... he
yXmjGp-E",
"token_type": "bearer"”,
"expires_in": 3600
ks
400 Bad
Request
401 Unauthorize
d
403 Forbidden
500 Internal
Server
Error

Request Parameters

Parameters Presence Value Description
user_id MANDATORY  String Tén tai khoan/ID user Mysign
otp_info MANDATORY &])Sé,?eth Object thong tin OTP nhan duoc

otp MANDATORY  String M@ OTP nhan dugc
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otp_type MANDATORY  String  Loai OTP nhan dugc
(EMAIL_OTP/SMS_OTP)

Response Parameters

Parameters Presence Value Description

. Ma access_token dung d¢ xac thuc
access_token MANDATORY  String 3¢ API tiép theo. Ma gén véi théng

tin user id da xac thuc

_ Refresh token dung dé lam méi mé
refresh_token MANDATORY  String access_token ¢ trén ma khong can

xac thuc lai (xem API 1.4 trong tai

liéu nay)

expires_in MANDATORY  String Thoi gian hét han cia ma
access_token

error CONDITIONAL String Ma 16i

error_descriptio CONDITIONAL String M6 ta ma 16i

n

4. Renew Access Token

Sir dung refresh_token & muc 1.3 dé cung cap 1 access_token méi, khdng can phai
Xac thuc lai cac bude 1.1-1.3.

Request

https://remotesigning.viettel.vn/vtss/service/ras/v1/authenticate

HTTP Verb POST

Content-Type | application/x-www-form-urlencoded

Accept application/json

Request Body [grant_type=refresh_token&refresh_token=tGzv3JOkFOXG5Qx

Response

Status Code | Message Response Body

200 Ok {
"access_token":"2YotnFZFEjrizCsicMWpAA",
"refresh_token":"TRVFHTHcedfJGJFLGKKJ",
"expires_in":3600,
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400 Bad
Request
Request Parameters

Parameters Presence Description

grant_type MANDATOR String Loai ma str dung dé refresh. Mac
Y dinh : refresh_token

refresh_token = MANDATOR = String  Ma refresh_token dugc cap (xem
Y response API 1.3 trong tai liéu nay)

Response Parameters

Parameters Presence Value Description

access_token MANDATO String Ma access_token mai

RY
refresh_token MANDATO String M4 refresh_token moi
RY
expires_in MANDATO  String  Thoi gian hét han ma access_token.
RY
error CONDITIO String  Ma I6i
NAL
error_descriptio CONDITIO String Mo ta ma 16i
n NAL

5. Danh sach thiét bi da dwoc ding ky (List Registered Device)
Tra vé danh sach thiét bj da dang ky lam thiét bi xac thuc cua tai khoan
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Request
https://remotesigning.viettel.vn/vtss/service/ras/v1/authorization/devices?user_id={us
er_id}

HTTP Verb GET
Accept application/json
Authorization Bearer {application_access_token} --- Token ldy duoc tir ham 1.1
Request Body
Response
Status Code| Message Response Body
[
{
"device_id": "id-001",
"device_name": "IPhone",
"secure_element": true,
"biometric": true
200 OK }
"device_id": "id-002",
"device_name": "Samsung",
"secure_element": true,
"biometric": true
by
400 Bad Request
500 Internal
Server
Error
Request Parameters
Parameters Presence Valu Description
e
user_id MANDATO  String Thor_lg tlnktenAtal khoe’m’/ID U_s;er o
Mysign can lay danh sach thiét bi da

RY
dang ky
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Response Parameters

Parameters Presence Value Description
device_id MANDATO  String  ID cua thiét bi.
RY
device_name MANDATO  String  Tén alias cua thiét bi
RY
secure_element MANDATO  String  Lrue” néu thiet bi chia cac yeu to bao
mat
RY
biometric MANDATO String “True”b neu _thlét E); ho trg tinh nang xac
RY thuc bang sinh trac hoc
error_code CONDITIO String  Ma& 15i
NAL
error_descriptio CONDITIO String Mo ta ma 15i
n NAL

6. Xoa thiét bi khoi danh sach ding ky

Pang xuat thiét bi/bo thiét bj khoi danh sach thiét bi bao mat (xem API 5 trong Phu
luc)

Request

https://remotesigning.viettel.vn/vtss/service/ras/v1/authorization/devices/{device id}

HTTP Verb DELETE

Accept application/json

Access Token | Bearer {access_token} --- Token lay duoc tir ham 1.3 khi bat xéac
thuc OTP

Request Body

Response

Status Code Message Response Body

200 OK

404 Not Found

403 Forbidden

500 Internal Server
Error
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Request Parameters

Parameters Presence Valu Description
e
{device id} MANDATO  String TPénig tin De\_rice ID dugc dang ky trén
RY hé thong Mysign (Xem Response API
1.5)
Response Parameters
Parameters Presence Value Description
error_code CONDITIO String  Ma I6i
NAL
error_descriptio CONDITIO String Mo ta ma 15i
n NAL

7. LAy danh sach yéu cau xac thue dang cho (Get Pending Authorization
Request)

L4y danh séch yéu cau can xac thuc dang trong trang thai chd. Yéu cau xac thuc

duoc gui tir cac API gui yeu cau ky caa ngudi ding (tham khao tai liéu API cho

nguoi dung)

Request

https://remotesigning.viettel.vn/vtss/service/ras/v1/authorization/request/list
HTTP Verb GET

Accept application/json
Authorization | Bearer {access_token} --- Token liy duoc tir ham 1.3 khi bat xac
thuc OTP
Request Body
Response
Status Code | Message Response Body
[
{
200 OK "transaction_id": "932469001521668267",

"request”: "PEFDRj48Y2VydEFs[...]9BQOY+",
"hash_algorithm": "SHA256"
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}
{...}
I
400 Bad Request
500 Internal
Server
Error

Response Parameters

Parameters Presence Value Description

transaction_id EA\?NDATO String  M& ID giao dich
Yéu cau xac thuc duoc ma hda base64.
binh dang dir liéu theo dang xml bao
gom céc thong tin cua yéu cau ky, theo
mau nhu sau :
<AuthorisationData>
. <OriginatorID>Virtual_CSP_Client</
request MANDATO  String OriginatorID>
RY <UserID>olcayatli@gmail.com</User

ID>
<CertificatelD>416edc72-6c63-45aa-
bb34a373102234df</Certificatel D>

<Transaction|D>98055183730067358
1</TransactionlD>
<Salt>924552495291565632</Salt>
ADSS RAS - Developers Guide
Ascertia Limited Commercial-in-
Confidence Page 85 of 102
<MetaData>
<DisplayText>Data to be displayed
</DisplayText>
<DevicelD></DevicelD>
</MetaData>
<Documents>
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hash_algorith MANDATO String

m RY

error_code CONDITION String
AL

error_descriptio CONDITION String

n AL

<Document id="b81e040a-a4d8-
4134-92ff-2d4bf5e9116d">
<Name>b81e040a-a4d8-4134-
92ff-2d4bf5e9116d</Name>

<DigestValue>ypkP9L2tZO2Jdf
Nr4X4X5SRur529uJgykdc5q
S5HDSILNiYcLrysO0S/H31yb8QZS&#
xD;SOBY sFIVSj9/SKUqgrh
sUC50Ec/gr</DigestValue>
</Document>
</Documents>
<ValidityPeriod>
<ValidFrom>2019-12-
07T18:25:37</ValidFrom>
<ValidT0>2019-12-
07T18:42:17</ValidTo>
</ValidityPeriod>
<Signature>
<DigestMethod>SHA256</Digest
Method>

</AuthorisationData>
Thuat toan hash duogc str dung dé ky

Ma 16i

Mo ta ma 15i

8. LAy yéu ciu x4c thue dang cho sir dung transaction_id (Get Pending

Authorization Request)

LAy yéu cau can xac thuc dang trong trang thai cho, st dung transaction_id di co
(duoc cung cap khi gui yéu cau qua API SignHash dang bat ddng bo). Yéu cau xac
thue duoc gui tir cac API giri yéu cau Ky caa nguoi dung (tham khao tai liéu API

cho nguoi dung)
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Request

https://remotesigning.viettel.vn/vtss/service/ras/v1/authorization/request/<transaction
_id>

HTTP Verb GET

Accept application/json
Authorization | Bearer {access_token} --- Token ldy duoc tir ham 1.3 khi bat xac
thuc OTP

Request Body

Response
Status Code | Message Response Body
[
{
200 OK "transaction_id": "932469001521668267",

"request”: "PEFDR}j48Y2VydEFs[...]9BQOY+",
"hash_algorithm™; "SHA256"

¥
|
400 Bad Request
500 Internal
Server
Error
Response Parameters
Parameters Presence Value Description
transaction_id EA\'?‘NDATO String  M& ID giao dich
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MANDATO
RY

request

String

75

Yéu cau xac thuc duoc ma hoa baseb4.
binh dang dir liéu theo dang xml bao
gdm céc thong tin caa yéu cau ky, theo
mau nhu sau :
<AuthorisationData>
<OriginatorID>Virtual_CSP_Client</
OriginatorID>
<UserID>olcayatli@gmail.com</User
ID>
<CertificatelD>416edc72-6c63-45aa-
bb34a373102234df</CertificatelD>

<Transaction|D>98055183730067358
1</Transaction|D>
<Salt>924552495291565632</Salt>
ADSS RAS - Developers Guide
Ascertia Limited Commercial-in-
Confidence Page 85 of 102
<MetaData>
<DisplayText>[REV:hash_code][ID
:transaction_id]</DisplayText>
<DevicelD></DevicelD>
</MetaData>
<Documents>
<Document id="b81e040a-a4d8-
4134-92ff-2d4bf5e9116d">
<Name>b81e040a-a4d8-4134-
92ff-2d4bf5e9116d</Name>

<DigestValue>ypkP9L2tZO2Jdf
Nr4X4X5SRur529uJgykdc5q
S5HDSILNiYcLrysO0S/H31yb8QZS&#
xD;SOBY sFIVSj9/SKUqgrh
sUC50Ec/gr</DigestValue>
</Document>
</Documents>
<ValidityPeriod>
<ValidFrom>2019-12-
07T18:25:37</ValidFrom>
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<ValidT0>2019-12-
07T18:42:17</ValidTo>
</ValidityPeriod>
<Signature>
<DigestMethod>SHA256</Digest
Method>

</AuthorisationData>

hash_algorith ~ MANDATO Thuat toan hash dugc str dung dé ky

String
m RY
error_code CONDITION  giring M3 15i
AL
error_descriptio CONDITION String M0 ta ma 13i
n AL

9. Hiy bé yéu cau xac thue (Cancel a Pending Authorisation Request)
Huay yéu cau xéc thuc trong trang thai cho dugc chi dinh

Request

https://remotesigning.viettel.vn/vtss/service/ras/v1l/authorization/request/{reques
t id}

HTTP Verb DELETE

Authorization | Bearer {access_token} --- Token lay duoc tir ham 1.3 khi bat
xac thuc OTP

Accept application/json

Request Body

Response
Status Code | Message Response Body
200 OK
400 Bad request
500 Internal Server
Error

Request Parameters
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Parameters Presence Valu Descriptio
e n

{request id} MANDATO  String ID cua yeu cau muon hay (xem
RY transaction_id tai API 1.7)

Response Parameters

Parameters Presence Value Descriptio

n
error_code CONDITIO String  Ma& i

NAL
error_descripti  CONDITIO String MO ta ma I6i
on NAL

10. Thong tin tai khoan (Users Profile)
Thong tin caa tai khoan

Request

https://remotesigning.viettel.vn/vtss/service/ras/v1/users/profile
HTTP Verb GET
Content-Type | application/json

Accept application/json
Authorization | Bearer {access_token} --- Token lay duoc tir ham 1.3 khi bat
xac thuc OTP
Response

Status Code | Message Response Body
{

"user_id": "Alice",

"user_name": "Alice",

200 OK "app_name": "samples_test_client",
"user_email": "abc@ascertia.com”,
"user_mobile™; "+9230XXXXXXXX"

ks

400 Bad Request
Internal

500
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Server
Error

Response Parameters

Parameters Presence Value Descriptio
n
user_id MANDATO String  Thong tin tai khoan/ID user Mysign
RY
user_name MANDATO String  Tén ngudi dung tai khoan
RY
App_name CONDITIO String  Tén tng dung gan theo tai khoan
NAL
user_email MANDATO String  Email cua tai khoan
RY
user_mobile MANDATO String  SDT tai khoan
RY
error_code CONDITIO String M4 I0i
NAL
error_descripti  CONDITIO String Mo ta ma loi
on NAL

11. Ping ky thiét bi dé nhan notification
Ping ky dé thiét bi nhan notification
Request

https://remotesigning.viettel.vn/vtss/service/ras/v1/authorization/push/notificati
on

HTTP Verb | POST

Content- application/json
Type
Accept application/json

Authorizatio | Bearer {access_token} --- Token lay dugc tir ham 1.3 khi bat
n xac thuc OTP

Request {
Body "device_token": "2YotnFZFEjr1zCsicMWpAA ",
"os_type": "ANDROID/IOS"
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Response
Status Code| Message Response Body
200 OK
401 Unauthorized | Invalid or expired user access token
400 Bad Request | Device token is missing
500 Internal
Server
Error

Request Parameters

Parameters Presence Value Description
device token MANDATORY String  Token cua thiét bi dung dé dang ky
V6i server dé nhan notification
0s_type MANDATORY String  Android/iOS.
Response Parameters
Parameters Presence Value Description

error_code CONDITIONAL  String  Ma I6i

error_description CONDITIONAL  String M6 ta 15i

12. X6a thiét bi khéi danh siach nhén notification
Loai bo thiét bi khoi danh sach nhan notification (API 10 trong Phu luc)

Request

https://remotesigning.viettel.vn/vtss/service/ras/v1/authorization/push/notification
/{device token}

HTTP Verb

DELETE

Content-Type

application/json

Accept

application/json

Authorization

Bearer {access_token} --- Token lay duoc tir ham 1.3 khi bat xéac
thuc OTP
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Request Body {
"device_token": "2YotnFZFEjr1zCsicMWpAA"
ks
Response
Status Code | Message Response Body
200 OK

Request Parameters

Parameter  Presence Description

S
device token

MANDATORY String

nhan notification

Token thiét bi da ding dé dang ky‘

Response Parameters

Parameters Presence Valu Description
e
error_code CONDITIONAL  String M4 15i

error_description CONDITIONAL  String M0 ta 15i
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Phu luc 3: Hwéng dén tich hop CloudCA SDK Lite trén Android
1. Hudng din cai dit
e Dua file GoSignSDK.aar vao thu muc libs cta du an

Import SDK vao gradle app:

e Duong dan: File -> New -> Import module
File Edit View Navigate Code Refactor Build Run Tools VCS

New New Project...
& Open... Import Project...
¥ Profile or Debug APK Project from Version Control...

Open Recent
New Module...

Import Module...
Import Sample...

Close Project
Close All Projects
Close Other Projects

C++ Class
Add C++ to Module

&% C/C++ Source File
. C/C++ Header File

B Project Structure...
File Properties

Java Class

Kotlin Class/File
i Save All *. Android Resource File

&Y Sync Project with Gradle Files Android Resource Directory

Local History

5 Reload All from Disk Sample Data Directory
Repair IDE... | File
Invalidate Caches... Scratch File
Restart IDE... N Package
Image Asset

Manage IDE Settings
Vector Asset

New Projects Setup
+ Kotlin Script
't Kotlin Worksheet
CMakelists.txt

Export

= Print...

Power Save Mode

Chon dwong din cia SDK:
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L2 hmpeet m

0 Import Module from Source

e Chon dung duodng dan dén thu muc chira module GoSignSDK
e Sau do chon “Finish”

Import thw vién vao gradle caa project

e Sau khi thém module vao project, ta can implement dependency dé sir dung
cac ham trong do, lam nhu hinh sau.
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e Duong dan: File -> Project structure -> Dependencies.
o M¢ dependencies Ién, ltc nay tuy ting project s& hién thi khac nhau,
dua theo s6 modules duoc implement, chi quan tam dén 1 muc duy
nhat 1a “app”

Implementation
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e Chon app -> nhan vao biéu tuong “+” trong muc “Declared Dependencies” -
> Chon vao tuy chon thir 3 “Module Dependency”

Add Module Dependency

% Module "app'

Step 1.
D 3 t 1

lease select the modules

¥ gosignmodule

e Sau d6 nhan vao nut “OK”
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Import dependencies:
I/l Network

implementation ‘com.squareup.retrofit2:retrofit:2.9.0'
implementation ‘com.google.code.gson:gson:2.8.9'
implementation ‘com.squareup.retrofit2:converter-gson:2.9.0'
implementation ‘com.squareup.retrofit2:adapter-rxjava2:2.9.0'
implementation ‘com.squareup.okhttp3:okhttp:4.9.1'
implementation ‘com.squareup.okhttp3:logging-interceptor:4.9.1'
implementation "io.reactivex.rxjava2:rxandroid:2.1.1"

implementation "io.reactivex.rxjava2:rxjava:2.2.18"

/Il Spongy Castle
implementation "com.madgag.spongycastle:core:1.58.0.0"
implementation "com.madgag.spongycastle:prov:1.58.0.0"

implementation "com.madgag.spongycastle:bcpkix-jdk150n:1.58.0.0"

/I Mockito

testimplementation "org.mockito:mockito-core:2.26.0"

// Biometric
implementation "androidx.biometric:biometric:1.1.0"

implementation "dev.skomlach:biometric:2.1.52"

2. Céu hinh thém vao class Application
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o Application/Context: Néu giri vao 1 context, can chic chin rang context nay
s& khdng vi destroy trong qua trinh sir dung SDK = T6t nhat 1a nén gui vao

application

BaseURL.: host (VD: https://remotesigning.viettel.vn)

BiometricTitle: Tiéu dé cua Dialog sinh tric hoc
VD: GoSignSDKSetup.initialize(application, baseURL, biometricTitle)

initialize(
Application
String
String

initialize(application, baseURL

context context

String baseURL

String biometricTitle

3. Hudng din sir dung API

3.1. BaseModel
public interface ServiceApilListenerEmpty
vold showloading
void hideloading()
void onSuccess

vald onFail(ResponseError error
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e ResponseError
o ErrorType:

e Biometric

BAD SERVER RESPONSE : HTTP khong tra lai m 200
SOME_THING WENT WRONG : L3i tra v& tir may chi.
DECODING_ERROR : Khdng thé phan tich c phéap json.
HARDWARE_ERROR : Ldi hé théng nhan dang.
AUTHENTICATE_FAILURE : L3i tra vé khi xac thuc

o BiometricApiType:

@)

@)

FACE_ID = Xac thuc bang khudn mat
FINGER_PRINT = X&c thuc bang van tay

o AUTO

m Kiém tra phuong thirc X4c thuc hién tai caa thiét bi
(FACE_ID => FINGER_PRINT)

m Thoa man phuong phéap nao trudc thi dung phuong
phap dé

e Biometrics Error:

o HARDWARE_NON_SUPPORT : Phan cting khéng hd tro.
o NO_ENROLLED: Chua ding ky sinh tric hoc.
o BIOMETRIC_SENSOR_TEMPORARY_LOCKED : Sinh

trac hoc tam thoi bi khoa.
BIOMETRIC_SENSOR_PERMANENTLY_LOCKED : Sinh
trac hoc bi khoa vinh vién.

o CANCELED : Xac thuc da bi huy.

NO_BIOMETRICS_REGISTERED : Ngudi ding chua
dang ky bat ky dau van tay nao véi hé théng.
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o SENSOR_FAILED : Cam bién khong thé doc dau van tay,
c6 thé do ngoén tay di chuyén qua nhanh hoic cam bién bj
ban.

o TIMEOUT :

m Cam bién di chay qua lau ma khong doc duoc gi.

m Khoang thoi gian ma cam bién ¢ thé chay truge khi
hét thoi gian cho 12 tdy theo hé thdng va cam bién cu
thé, nhung thuong 1a khoang 30 gidy. Viéc bat dau
mét lan xac thuc khéac ngay lap tic 12 an toan.

o AUTHENTICATION FAILED : Mét déu vén tay da dwoc
doC thanh céng, nhung ddu vén tay dé chwa dieoc ding ky
trén thiét bj.

o UNKNOWN : Xé&c thuc khéng thanh céng vi mét ly do
khong xac dinh.

INTERNAL_ERROR : L3i API noi bs.
NOT _INITIALIZED _ERROR : API khong dugc khoi tao.
MISSING_PERMISSIONS ERROR : Khéng thé bat dau
sinh tric hoc do thiéu quyén.
3.2. Dang ky thiét bi
e API nay duoc sir dung dé dang ky thiét bi di dong cua nguoi ding cho muc
dich uy quyén chir ky tir xa va yéu cau ching chi cho khoa cong khai ty
quyén cua thiét bi.

s

* Call generate certificate according to default device settings

*@param activityNeed current [activity] info to show biometric authentication view

*@param tokenUse to add header when calling API

*@param biometricApiTypeBiometric information needs to be authenticated

s@param listenerReturns the result of biometric authentication and reqister device

*/

void registerDevice(FragmentActivity activity,
String token,
BiometricApiType biometricApiType,
ServiceApiListener<CertificateResponse> listener);

- Request: activity, token, biometricType
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- Response: ServiceApiListener<AuthUserResponse>

withlserId(Userid

withToker

vithA V1 ] ont
thB e Biome ApiType.AUTO)
regl ¢ 1 yiListener<(Certi Respra f
public void onSu i eRespon data
D thing

public void onFail(ResponseError error

public void showlLoading
public void hideloading

build

e Model
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public class CertiflcateResponse

private String alias

private String certificate

public String getAllas

return alias

public void setAlias(String alias
this.alias = alias

public String getCertificate

return certificate;

public void setCertificate(String certificate
this.certificate certificate

3.3.  Xic thire yéu cau ky
Phuong phap nay cho phép xéac thuc nhiéu yéu cau ky cing mot ldc.

e Xac thyc nhiéu don ky
Request: activity, token, listPendingRequest, biometricType, listener

o Model PendingAuthorisationRequest khoi tao gibng API 4.9

Response: ServiceApiListenerEmpty
- AuthorisationResponse
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public class AuthorisationResponse {
@SerializedName("success")
private List<PendingAuthorisationRequest> success;

@SerializedName("failed")
private List<PendingAuthorisationRequest> failed;

public List<PendingAuthorisationRequest> getSuccess() {
return success;

r

public List<PendingAuthorisationReguest> getFailed() {
return failed;

Request

new MySignSOK.Builder()
withUserId{UserId)
.withToken(token)
withBlometricApiType BiometricApiType. AUTO
(withActivity! (MainActivity) getContext()

.authorisationListPendingRequest(list, new ServiceApilistener<AuthorisationResponse=() {

@0verride
public void onSuccess(AuthorisationResponse data
// Do something

L
!

@0verride
public vold onFailll{ResponseError error)
// Do something
)
@0verride
public void showLoading()
@0verride
public void hideloading!
)
}).build();
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Phu luc 4: Hwéng dén tich hgp CloudCA SDK Lite trén iOS
1. Thém thw vién CloudCA SDK

e Thuc hién kéo céc file framework t&1 project navigator
GoSignSDKL.ite.xcframework, Alamofire.xcframework,
KeychainSwift.xcframework, Moya.xcframework

e Cic file framework duoc giri kém voi tai liéu huéng dan tich hop

Test
GoSignSDKLite

Alamofire
KeychainSwift
Moya

Test

e Chon “Copy items if needed”

e Trén tab General, muc Frameworks, Libraries, and Embedded Content chon
Embed & Sign
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Ganeral Sgrng & Capaleitie Rescurcs Tage

v  App icons and Launch Screen

v Suppartied miests

Authenticeson

v Framewesrks, Ubraies, and Embedded Content

2. Thuc hién import
e Import goi GoSignSDKLite t6i file can cai dit
Swift

UIKit
t GoSignSDKLite

Objective-C

3. Thuec hién cai dat Base URL, User ID cho SDK
e Base url, User ID sé& duoc VTT cung cap
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e Thuc hién cai dat Base url

- Swift
APIl.host = "base url"
- Objective-C

[API setHost:@"base url"];
® Thuc hién cai dat User ID
- Swift
APl .setUserld("user id")
- Objective-C
[API setUserld:@"user id"];
e Thuyc hién cai dat Device ID (Optional). Néu app khong truyén
device id thi SDK s¢€ tu dong sinh ra device id.

- Swift
APl.setDeviceld("device id")

- Objective-C
[API setDeviceld:@"device id"];

4. Thue hién lay Device ID, CSR
e Device ID

- Swift
let deviceld = APIl.getDeviceld()
- Objective-C
NSString *deviceld = [API getDeviceld];
e CSR
- Swift
let csr = API.getCSR()
Hoac

let csr = APIl.getCSR(userld: "user id")
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Hoac
APIl.getCSR(userld: "user id", deviceld: "device id")
Objective-C
NSString *csr = [API getCSR];
Hoac
NSString *csr = [API getCSR:@"user id"];
Hoac
NSString *csr = [API getCSR:@"user id" deviceld: @"device id"];
Thuc hién cai dat API
API diing ky thiét b

e API nay duoc sir dung dé dang ky thiét bi di dong cua nguoi dung

cho muc dich iy quyén chit ky tir xa va yéu cau chtng chi cho khoa
cong khai iy quyén cua thiét bi.

e Khi thyc hién goi API nay, thiét bj bt budc phai cai dit xac nhan van

tay hoac khuén mat. Néu thiét bi khong c6 hodc khong cai dat van tay
hodc khuon mit thi s& tra vé 15i.

e Swift

APLregisterDevice(authenToken: “authenToken™) { response in
I response: Result<RegisterDeviceAPIResponse, Error>

switch response {

case .success(let result):

// handle response if needed

case .failure(let failure):

let error = failure as! ServerResponseError

let response = "Failure: \(error.message)"

/] handle response if needed

1

}
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e Objective-C

[API registerDeviceWithToken:@"authenToken" localizedReason:@"Unlock
to add device"

completion:*(RegisterDeviceAPIResponse * _Nullable response, NSError *
_Nullable error) {

// handle registerDeviceAPIResponse or error if needed
HiB
e Request
authenToken: String: Token dugc tra vé tir API 4.2 hoic 4.3

localizedReason: String: Noi dung hién thi trén popup xac nhan vén tay hodc
khudén mat

e Model
RegisterDeviceAPIResponse
Swift

¢ initi{from decoder: Decoder) thro
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Objective-C

sponse 2 RSOLiecs

y) NSString & _Nullab

only, copy) NSString « _N

e Response

- Thanh cong

{

"alias":"CN=4868DDB9-1421-4451-9F51-E78B476C570D",
"certificate":"MIIEfzCCAzOgAWIBAQIUTWGUsK8lulLQWDbRMDLjFJ

auo/AwQQYJKoZlhveNAQEK\\nMDSgDzANBglg }

- Thét bai
{
"error": "58039",

"error_description”: "The request is missing a required parameter,
includes an invalid parameter value, includes a parameter more than
once, or is otherwise malformed."

}
error: M3 16i (MO ta trong file danh sach ma lSi)
error_description: Noi dung 15i

5.2. API Xdc thuc yéu cau ky

e API nay cho phép c6 thé ky duoc nhi,‘éu uy quyén ky trong mét lan.
e Khi thuc hién goi API nay, thiét bi bat budc phai cai dat xac nhan van

tay hodc khuén mat. Néu thiét bi khong c6 hodc khong cai dit van tay
hodc khudn mit thi s& tra vé 15i.
APlLauthoriseaPendingRequestList(authenToken: “authenToken”,
pendingAuthorisation: pendingAuthorisation) { response in //

response:
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Result<AuthoriseaListPendingAPIResponse, Error>

switch response {

case .success(let result):

// handle response if needed

case .failure(let failure):

let error = failure as! ServerResponseError
let response = "Failure: \(error.message)"

/[ handle response if needed

}
}

e Request
- authenToken:

+ Kiéu dit liéu: String
+ Token duoc tra vé tir API authenticate
- pendingAuthorisation:
+ Kiéu dir liéu: Mang object PendingAuthorisationAPIResponse
+ Danh sach cac yéu cau can ky dugc lay vé tir API Danh sach cho ky.
[
{

"requestld: ",
"request™: ",
"hash_algorithm™; "
h
{

"requestld": ™",
llrequestll: llll,

"hash_algorithm™;
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¥

]
e Model

- PendingAuthorisationAPIResponse:
+ requestld: string

+ request: string

+ hashAlgorithm: string

e Response

- Thanh cong

{

"success":[],

“failed": [

"PEF1dGhvemlzY XRpb25EY XRhPjxPcmlInaW5shdG9ySUQ+c2FtcGxlcl
90ZXNOX2NsaWVudDwvT3JpZ2luY XRvcKIEP ]

¥

success, failed: Danh sach cac requestld (Theo request dau vao).
- That bai

{

"error; "58039",

"error_description™: "The request is missing a required parameter,
includes an invalid parameter value, includes a parameter more
than once, or is otherwise malformed."

¥
error: M3 16i (M ta trong file danh sach ma 15i)

error_description: N§i dung 101.
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Phu luc 5: Thong tin code demo, SDK Mysign

Code demo ky sé theo dich vu Mysign: https:/drive.google.com/file/d/1-4-
bTcNsn4Z_UzMIW4zZKKIGMIZw8jPJ/view?usp=drive_link

SDK Mysign:
https://drive.google.com/drive/folders/1rNG1ynlU2cRiAheftaW4H4rao4gtj7Zr?us
p=drive_link
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